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Abstract

In this paper, we present a security infrastructure design to
ensure safety in the electronic government system: a com-
bination of well-known security solutions, including Public
Key Infrastructure, Shibboleth, Smart cards and
Lightweight Directory Access Protocol. In this environment
we give an overview in privacy preserving and security for
Data Mining processes.

Keywords
Security, Integration, Single Sign On, Data Mining

INTRODUCTION

Member countries of the European Union are speeding into
the digitalization of government services, with countries
currently offering a surplus of interactive services which are
increasing in availability and sophistication. International
attempts to develop integrated customer oriented adminis-
trative services represent efforts to alleviate the problems of
bureaucracy and improve the provision of administrative
services. Since the launch of the European Strategy for the
development of e-Government, with the “e-Europe 2002”
initiative presented in March 2000 at the Lisbon European
Council, a change of focus has occurred. The original target
to supply services through the internet has evolved into the
impact of e-Government programmes in delivering better
services to their citizens, more efficient in an inclusive so-
ciety” which emphasizes on the quality of the services pro-
vided and the extent to which online services are meeting
user needs. Identified as a major aspect, is the safe access to
services European Union wide by establishing secure sys-
tems for mutual recognition of national electronic identities
for public administration websites and services (European
Commission, 2006).

The necessity of an interoperable and scalable security and
identity infrastructure has been identified by all implicated
parties focusing on the effectiveness of solutions provided.

SECURITY AND ELECTRONIC GOVERNMENT

Electronic Government services are being rapidly deployed
throughout Europe. Security is the main concern in this
process, creating the need for an interoperable secure infra-
structure that will meet all current and future needs. It is a
necessity that such an infrastructure will provide a horizon-
tal level of service for the entire system and must be access-
ible by all applications and sub-systems in the network.
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Delivering electronic services will largely depend upon the
trust and confidence of citizens. For this aim, means have to
be developed to achieve the same quality and trustworthi-
ness of public services as provided by the traditional way
[10].
Regarding the level of systems design, some fundamental
requirements, as far as security is concerned, have to be
met:
e Identification of the sender of a digital message.
e  Authenticity of a message and its verification.
¢ Non-repudiation of a message or a data-processing
act.
e Avoiding risks related to the availability and relia-
bility.
¢ Confidentiality of the existence and content of a
message [10].

The best solution makes use of coexisting and complemen-
tary technologies which ensure safety throughout all inte-
ractions. Such a system provides assurances of its interope-
rability by using widely recognized standards and open
source software. This evolutionary infrastructure design is
based on a collaboration of existing cutting edge technolo-
gies in a unique manner. Public key infrastructure, Single
sign On techniques and LDAP collaborate effectively gua-
ranteeing efficient and secure communications and access
to resources.

A Public Key Infrastructure (PKI) based on asymmetric
keys and digital certificates, is the fundamental architecture
to enable the use of public key cryptography in order to
achieve strong authentication of involved entities and se-
cure communication. PKI have reached a stage of relative
maturity due to extensive research that has occurred in the
area over the past two decades, becoming the necessary
trust infrastructure for every e-business (ecommerce, e-
banking, e-cryptography).

The main purpose of PKI is to bind a public key to an enti-
ty. The binding is performed by a certification authority
(CA), which plays the role of a trusted third party. The user
identity must be unique for each CA. The CA digitally signs
a data structure, which contains the name of the entity and
the corresponding public key besides other data.

Such a pervasive security infrastructure has many and va-
ried benefits, such as cost savings, interoperability (inter



and intra enterprise) and consistency of a uniform solution

[1].

A PKI smart card is a hardware-based cryptographic device
for securely generating and storing private and public keys,
digital certificates and performing cryptographic opera-
tions.

Implementing digital signatures in combination with ad-
vanced cryptographic smart cards minimizes user side com-
plexity while maintaining reliability and security (Only an
identity in possession of a smart card, a smart card reader
and the Personal Identification Number (PIN) can use the
smart card). Smart cards provide the means for performing
secure communications with minimal human intervention.
In addition smart cards are suitable for electronic identifica-
tion schemes as they are engineered to be tamper proof.

The lightweight directory access protocol, or LDAP, is the
Internet standard way of accessing directory services that
conform to the X.500 data model. LDAP has become the
predominant protocol in support of PKIs accessing directo-
ry services for certificates and certificate revocation lists
(CRLs) and is often used by other (web) services for au-
thentication. A directory is a set of objects with similar
attributes organized in a logical and hierarchical manner.
An LDAP directory tree often reflects various political,
geographic, and/or organizational boundaries, depending on
the model chosen. LDAP deployments today tends to use
Domain name system (DNS) names for structuring the top-
most levels of the hierarchy. The directory contains entries
representing people, organizational units, printers, docu-
ments, groups of people or anything else which represents a
given tree entry (or multiple entries).

Single Sign On (SSO) is a method of access control that
enables a user to authenticate once and gain access to the
resources of multiple independent software systems. Shib-
boleth is standards-based, open source middleware software
which provides

Web Single Sign On (SSO) across or within organizational
boundaries. It allows sites to make informed authorization
decisions for individual access of protected online re-
sources in a privacy preserving manner. Shibboleth is a
Security Assertion Mark Up Language with a focus on fe-
derating research and educational communities.

Key concepts within Shibboleth include:

¢ Federated Administration: The origin campus
(home to the browser user) provides attribute as-
sertions about that user to the target site. A trust
fabric exists between campuses, allowing each site
to identify the other speaker, and assign a trust
level. Origin sites are responsible for authenticat-
ing their users, but can use any reliable means to
do this.

e Access Control Based On Attributes: Access
control decisions are made using those assertions.
The collection of assertions might include identity,
but many situations will not require this (e.g. ac-
cessing a resource licensed for use by all active
members of the campus community or accessing a
resource available to students in a particular
course).

e Active Management of Privacy: The origin site
(and the browser user) controls what information is
released to the target. A typical default is merely
"member of community". Individuals can manage
attribute release via a web-based user interface.
Users are no longer at the mercy of the target's pri-
vacy policy.

A collaboration of independent technologies presented pre-
viously leads to an evolutionary horizontal infrastructure.
Introducing federations in e-government, in association
with PKI and LDAP technology, will lead to efficient trust
relationships between involved entities. A federation is a
group of legal entities that share a set of agreed policies and
rules for access to online resources (Uk Federation Infor-
mation Centre, 2007, http://www.ukfederation.org.uk/).
These policies enable the members to establish trust and
shared understanding of language or terminology. A federa-
tion provides a structure and a legal framework that enables
authentication and authorization across different organiza-
tions.

In general the underlying trust relationships’ networks of
the federation are based on Public Key Infrastructure (PKI)
and certificates enable mutual authentication between in-
volved entities. This is performed using SSL/TLS protocol
and XML digital signatures using keys contained in X.509
certificates [11][4] obtained from e-school Certification
Authorities. An opaque client certificate can contain infor-
mation about the user's home institution and, optionally, the
user's pseudonymous identity. Shibboleth technology relies
on a third party to provide the information about a user,
named attributes. Attributes are used to refer to the charac-
teristics of a user and not the user straightforward: a set of
attributes about a user is what is actually needed rather than
a name with respect to giving the user access to a resource.

In the hypothized architecture, this is performed by the
LDAP repository which is also responsible for the associa-
tion of user attributes.

Additionally LDAP contains a list of all valid certificates
and revoked certificates. Digital signatures are used to se-
cure all information in transit between the various sub-
systems.

This infrastructure leverages a system of certificate distribu-
tion and a mechanism for associating these certificates with



known origin and target sites at each participating server.
User side complexity is guaranteed to be minimum without
any cutbacks on the overall security and reliability.

The model presented in this paper offers the advantages of
each single technology used and deals with their deficien-
cies through their combined implementation:

e Hybrid PKI hierarchical infrastructure delegates
the trust to subordinate CAs permitting the crea-
tion of trust meshes, under a central CA, between
independent organizations. Interoperability is
simply addressed.

e PKI supports single sign on with the use of Shib-
boleth. Shibboleth coordinates with PKI to devel-
op enhanced, complex free, authorization and au-
thentication processes.

e The user becomes part of the designed system us-
ing Single Sign On (SSO) technology, that simpli-
fies the access to multiple resources with only one
“gain access procedure”. In practice this results in
enhancing the security of the whole infrastructure,
among other evident technical issues, because a
sufficient level of usability is assured. Providing a
security infrastructure is not enough, the user must
also be able to make use of the security features.
Otherwise, the designed service will fail due to the
fact that users’ behavior is often the weakest link
in a security chain.

The combination of the above mentioned techniques creates
strong trust relationships between users and e-Government
services, by implementing a “zero-knowledge” procedure of
a very strong authorization. Zero-Knowledge is an interac-
tive method for one entity to prove the possession of a se-
cret without actually revealing it, resulting eventually in not
revealing anything about the entity’s personal information.
The combined techniques mitigate the problem of memoriz-
ing many passwords and reduce the vulnerability of using
the same password to access many web services. It is essen-
tial to distinguish the authentication process from the autho-
rization process. During the authentication process a user is
required to navigate to his home site and authenticate him-
self. During this phase information is exchanged between
the user and his home site only; with all information on the
wire being encrypted. After the successful authentication of
a user, according to the user attributes/credentials, permis-
sion to access resources is either granted or rejected. The
process in which the user exchanges his attributes with the
resource server is the authorization process during which no
personal information is leaked and can only be performed
after successful authentication.

User Authentication is performed only once when the user
identifies himself inside the trust mesh.

Once authenticated inside the trust mesh, users are not re-
quired to re-authenticate themselves. When a user navigates
to a resource store inside the trust mesh, the authorization
process is executed. During this process the service provid-
er requires from the users Identity Provider to present the
users access credentials. The Identity provider, after suc-
cessfully identifying the user and checking if he is previous-
ly authenticated, retrieves user credentials for the required
resource. If user has not previously been authenticated, the
authentication process is initialized. The Shibboleth Identity
provider contains four primary components the Attribute
Authority (AA), the Handle Service (HS), attribute sources,
and the local sign-on system (SSO). Shibboleth interacts
with the Ldap infrastructure to retrieve user credentials.
From the Identity Providers point of view, the first contact
will be the redirection of a user to the handle service, which
will then consult the SSO system to determine whether the
user has already been authenticated. If not, then the browser
user will be asked to authenticate, and then sent back to the
SP URL with a handle bundled in an attribute assertion.
Next, a request from the Service Provider's Attribute Re-
quester (AR) will arrive at the AA which will include the
previously mentioned handle. The AA then consults the
ARP's for the directory entry corresponding to the handle,
queries the directory for these attributes, and releases to the
AR all attributes the requesting application is entitled to
know about that user.

PRIVACY PRESERVING DATA MINING

In large intra-organizational environments, data are usually
shared among a number of distributed databases, for securi-
ty or practicality reasons, or due to the organizational struc-
ture of the business. Data can be partitioned either horizon-
tally, where each database contains a subset of complete
transactions ([6]; [5]), or vertically, where each database
contains shares of each transaction. The role of a data
warehouse is to collect and transform the dispersed data to
an acceptable format, before they will be forwarded to the
Data Mining (DM) subsystem. Such central repository rais-
es privacy concerns, especially if it used in an inter-
organizational setting where several entities, mutually un-
trusted, may desire to mine their private inputs, both secure-
ly and accurately. Alternatively, data mining can be per-
formed locally, at each database (or intranet), and then the
subresults be combined to extract knowledge, although this
will most likely affect the quality of the output.

If a general discussion was to be made about protecting
privacy in distributed databases, we would point to the lite-
rature for access control and audit policies, authorization
and information flow control (e.g., multilevel and multila-
teral security strategies), security in the application layer
(e.g., database views), and Operating Systems security
among others. However in this paper we assume that ap-
propriate security and access control exist in the intra-
organizational setting, and we mainly focus on the inter-
organizational setting where a set of mutually untrusted



entities wish to execute a miner on their private databases.
As an alternative layer of protection, original data can be
suitably altered (e.g. randomized) [2] or anonymized before
given as an input to a miner, or queries in statistical data-
bases may be. The problem with data perturbation is that in
highly distributed environments, preventing the inference of
unauthorized information by combining authorized infor-
mation is not an easy problem [3]. Furthermore, in most
perturbation techniques lies a tradeoff between protecting
privacy of the individual records and at the same time es-
tablishing accuracy of the DM results [11].

At a high abstraction level, the problem of privacy preserv-
ing data mining between mutually untrusted parties can be
reduced to the following problem for a two-party protocol:
Each party owns some private data and both parties wish to
execute a function F on the union of their data without sa-
crificing the privacy of their inputs [9].

In a DM environment, for example, the function F could be
a classification function that outputs the class of a set of
transactions with specific attributes, a function that identi-
fies association rules in partitioned databases, or a function
that outputs aggregate results over the union of two statis-
tical databases.

In the above distributed computing scenario, an “ideal”
protocol would require a trusted third party who would ac-
cept both inputs and announce the output. However, the
goal of cryptography is to relax or even destroy the need for
trusted parties.

Contrary to other strategies, crypto mechanisms usually do
not pose dilemmas between the privacy of the inputs and
the accuracy of the output. In the academic literature for
privacy preserving data mining, following the line of work
that begun with Yao [12], most theoretical results are based
on the Secure Multiparty Computation (SMC) approach
(e.g. [6]; [5]). SMC protocols are interactive protocols, run
in a distributed network by a set of entities with private
inputs, who wish to compute a function of their inputs in a
privacy preserving manner.

We believe that research for privacy preserving DM could
borrow knowledge from the vast body of literature on se-
cure e-auction [8] and e-voting systems [7]. These systems
are not strictly related to data mining but, they exemplify
some of the difficulties of the multiparty case (this has been
pointed out first by [9] but it only concerned e-auctions,
while we extend it to include e-voting systems as well).
Such systems also tend to balance well the efficiency and
security criteria, in order to be implementable in medium to
large scale environments. Furthermore, such systems fall
within our distributed computing scenario and have similar
architecture and security requirements, at least at our ab-
straction level.

In a sealed bid e-auction for example, the function F,
represented by an auctioneer, receives several encrypted
bids and declares the winning bid. In a secure auction, there
is a need to protect the privacy of the losing bidders, while
establishing accuracy of the auction outcome and verifiabil-
ity for all participants. Or, in an Internet election, the func-
tion F, represented by an election authority, receives sever-
al encrypted votes and declares the winning candidate. Here
the goal is to protect the privacy of the voters (i.e., unlinka-
bility between the identity of the voter and the vote that has
been cast), while also establishing eligibility of the voters
and verifiability for the election result.

During the last decade, a few cryptographic schemes for
conducting online e-auctions and e-elections have been
proposed in the literature.

Research has shown that it is possible to provide both pri-
vacy and accuracy assurances in a distributed computing
scenario, where all participants may be mutually untrusted,
without the presence of an unconditionally trusted third

party.

CONCLUSIONS

Internationally numerous governments are becoming avail-
able online every day. As unattached efforts of addressing
electronic government are implemented globally, the need
for an interoperable horizontal security infrastructure is
stressed.

The effective security infrastructure design presented in this
paper is a solution which makes use of coexisting and com-
plementary open source technologies and standards. Pro-
vides secure and effective communication supported by
ease of use for the end user. Scalability and interoperability
is an advantage of this design suitable to meet the needs of
electronic government.

In this environment we studied the context of DM security;
of course, further research is needed to choose and then
adapt the specific cryptographic techniques to the DM envi-
ronment, taking into account the kind of databases to work
with, the kind of knowledge to be mined, as well as the kind
of specific DM technique to be used.
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